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DONEeKTPOHHBIE CEPBUCHI, WHTEPHET-OAHKWHT, yIaJeHHas padora u
yue0a, OHJIalH-PEeruCTpallui, THTEPHET-MarasuHbl 1 MapKETIUIIICHI — BCE 3TO
HACTOJIBKO MPOYHO BOIIIO B HAIly IMOBCEIHEBHOCTh, YTO HHOTAA TPYIHO
MOBEPUTH, KaK KUK 0e3 3TOro panblie. Yem OOJbIIE MOrpyKaeMcs B MUP
UH()OPMAITMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHH (daree — HKT), TeM
OOJIpIIE CTAHOBUMCS YSI3BUMEE.

Kubeparaku Ha HHPOPMAIMOHHYIO CTPYKTYPY — 3TO OJTHA U3 CAMBIX
3HAYUTEIBHBIX U TOCTOSIHHO PAcTYyIIUX Yrpo3 JJisl I100aibHON O€30MacHOCTH
B XXI Beke. Ha ¢one BceoOmiei nudpoBuzanuu 3ta mpodiieMa HE MPOCTO
HApacTaeT, a SBOJIOLNUOHUPYET, Ha YTO BIUSAET IIUPOKOE HCIIOIH30BAHUE
UCKYCCTBEHHOTO WHTEIJIEKTA (daree — HMH), Tak Kak 3J0YMBIIUICHHUKA
HAQUMHAIOT HCIOJB30BaTh €ro JUid COo3JaHusi Oojee  HM30LIPEHHBIX
BPEJOHOCHBIX MPOrPaMM, aBTOMATH3AlUM aTaK U aHAJIN3a YSI3BUMOCTEH.

KubepaTtaku npeBpaTUIUCh U3 TPOOJIEMBbI TEXHUYECKUX CTIEI[UATICTOB
B OJIHY M3 IJIaBHBIX CTPATETHYECKUX YTPO3 HAIMOHAIBHOM, SKOHOMUYECKOU U
00111eCTBEHHOW 0€30MacHOCTH JF000W CTPAHBI.

[lo pe3ynpTaTamM uCCIENOBaHHWSA, MPOBEACHHOTO B MPOIUIOM TOIY,
benapycs Haxonutca Ha 3-M mecte B peutunre ctpadn CHI', koTopeie yamie
BCEro MOJIBEpraroTcsi Kubeparakam.



Kaxnas nsaraa araka B bemapycu npuxoaurcs Ha roccekrop (22%). Ha
BTOPOM MecTe — cdepa MPOMBIIUIEHHOCTH (14%), a HA TPETbei CTPOUKe —
¢buHaHcoBast oTpacib (11%). MHOTO arak TakXKe HalleJIeHbl Ha CEKTOp
TEeJIEKOMMYHUKAIUW, cPepbl HAYKU U 00pa3oBaHus (8%).

Kaxmass BTOopas  kubeparaka (57%) TPUBOOUT K  yTEUKE
KOH(UICHIIMAIBHBIX JTaHHBIX. PeKe OHM HapyIIal0T OCHOBHYIO €SI TEIbHOCTD
(16%) wnu HecyT mpsiMble (UHAHCOBBIE MOTEPH (8%). Bonee momOBUHBI
YKPAJAECHHBIX CBEJICHUN COCTABIISIOT IEPCOHAIBHBIE TAHHBIE U KOMMEpPYECKas
TallHa. AKTyaJlbHOW MpoOJIeMOM OCTaeTcsi Kpaxka JeHer C¢ OaHKOBCKHUX
KapTOYEK U JJIEKTPOHHBIX KOLIEIBKOB.

Cnaiin 2.

POCT KMBEPATAK B BENMAPYCH

. Nozvuwa berapyod: 3-& mecto 8 CHE no
HOAWSECTRY kbepaTan

. OCHOBHBIE LIENM ATAK:
ToccenTop — 22%
MNpomebiuAEHHOCTE — 14%
druHance — 11%

. NOCNEOCTEHA:
¥TeuHa gaHHeiX — 57% cnyvaes

HapyweHne padatel — 165
dhiHaHCoBbIE NoTepK — 3%

CornacHo panHbiM 3a 2024 roja, Hama pecrnyOiHMkKa IO YPOBHIO
kubepoOe3onacHoctu 3ansuia 70-e mecto u3 166 crpan B peiitunre NSCI
(National Cyber Security Index, Hayuonanvuuiti unoexc kubepbezonacuocmu),
yCTynuB 1O 3TOoMy wuHAEKCY cpemu crpadn CHI' mums Monnose,
AzepOaiipxany u Poccun.

Poct u yci10:xHeHMEe MeTOI0B KM0EPYrpo3 TPeOYIOT OlepeKaoIero
U KOMILIEKCHOTO pearnpoBaHus.

B Benapycu npuHST psij CUCTEMHBIX Mep, U 00pbbda ¢ kubepyrpozamu
BEJIETCS] HA HECKOJIBKUX YPOBHSIX. Tak, Ha rocy1apCTBEHHOM YPOBHE Y Ka30M
[Ipesunenta Pecnyonuku bemapyce Ne40 «O kubepbe3zomacHOCTH
peanusyercs KOMILJIEKCHBIN MHOTOYPOBHEBbIH MeXaHHU3M
NPOTUBOAEHCTBUS KUOepaTakaM Ha TOCYJapCTBEHHbIE OpraHbl W
OpraHMu3aliM, KPUTUYECKYI0 WH(opmainmoHHyo uHbpacTpykrypy. Cosznan
HanmonanbsHelil 1eHTp oOecnieueHust KubepOe30nacCHOCTH U pearupoBaHus Ha
KHOCPUHIIUICHTBl (Oanee — Hayuonanvnolli yewmp Kubepbezonacrocmi).
HanaxeHo MeXIyHapOIHOE COTPYAHUYECTBO B 3TOU cepe.



Co3nmanbl  HEOOXOJIMMBIE  MPABOBBIE  YCJIOBUS  JUISL  3aIIUTHI
NEPCOHANIBHBIX JAHHBIX W O€30MacHOCTH JIMYHOCTH M O0OIlecTBa MpU HX
ucrnosib3oBanuu. 3akoH PecnyOnuku benapych «O 3ammuTe nepcoHabHbIX
AAHHBIX», TPUHATHIN B 2021 rony, yCTaHABIMBAET IPAHULIBL, ONIPEACIIAIOIINE,
KaKyl0 UH(QOpMAIMIO O YEeJIOBEKE MOXXHO COOMpaTh M PacIpOCTPAHSTh.
Bwmecte ¢ Tem, 4TOOBI 3alITa NEPCOHATBHBIX JJAHHBIX ObLIa MO-HACTOSIIEMY
3¢ (PeKTUBHOM, HYXHBI OOIIME YCWIMS — HE TOJbKO TrOCyJapcTBa, HO U
IPaXK/IaH.

[IpoTHBOIEICTBHE OCYIIECTBISIETCS U HA KOPIOPATHBHOM YpPOBHeE.
Opranuzanuu W TPEANPUITHS HHBECTHUPYIOT B KuOepOe30macHOCTh U
00y4eHHE COTPYIHUKOB.

Jnst GoprOBI ¢ KHOEpyrpo3amMy Ha HWHANBHAYAJIbHOM YPOBHE
TpeOyeTcsi MOBBINIEHUE HMU(POBOM TPAMOTHOCTH HACEJICHUS, COOJI0/ICHUE
AJIEMEHTAPHBIX MTPABWI HUPPOBON TUTHUECHBI.

CoBpeMeHHbIE aCNIEKThI KHOEepP0e30MaCHOCTH

Kubepnpectymienus TpaHCHALIMOHAJIBHBI, 3JI0YMBIIUICHHUKHU
HCTIOJIB3YIOT AaHOHUMAM3EPHI (cepsucol, no380saouue CKpbims JuuHble OAHHbLE
noavzoeamens u obecneyums AHOHUMHOCIb 6 HHmepHeme) U HaxXogATCdAd 3a
pyOeKoM, UTO KpailHe 3aTpyHSIET UX 3aJeprKaHue.

ITo namneiM CrnencrBeHHoro komureta PecnyOnmuku benapyce,
orMmevaeTcs yxoh oosiee 80% BbiMoraTenbcTB U 0oJiee 90% MOIIEHHUYECTB B
«OHJIAUH»-CXEMY, YEMY CHOCOOCTBYET B TOM YHUCJIE HU3KUWA MPOIEHT
OCBEJIOMJIEHHOCTH TpaXJaH O IMPECTYMHBIX CXEMax, a TakKe pa3BUTHE
CIIOCOOOB COBEPIICHUS TAKUX XUIIEHUM.

Kaptuna pacnpoctpaHeHHBIX BHAOB KuOeprpecTyiieHuid B bemapycu
MOBTOPSICT TJIOOAJIbHBIC TPEHAbI, HO C AKIIEHTOM Ha MECTHBIE TUIATE)KHBIC
CUCTEMBI U TIPUBBIYKHU HACEIICHUA.

I[lo nmaHHBIM  TJIABHOTO  YIPABJIEHHUS 1O  MOPOTUBOJICHCTBUIO
KHOEpHpPECTYMHOCTH KPUMHUHAIBHOW MUIMIMU MUHHUCTEpCTBA BHYTPEHHUX
nen Pecnyonuku benapych, 3a 9 mecsinieB tekyumiero rojga B bemnapycu 1o
CPaBHEHUIO C aAHAJIOTMYHBIM [EPUOJIOM MPOILLIOTO ToJa KOJIUYECTBO
KHOEepnpecTyIieHui CHU3UIOoCh noutd Ha 11% (a 9 mecayes 2025 200a
3apezaucmpuposaro bonee 13 moic. cayyaes (13 420), mpems uz komopwix (4 121) —
6 2.Muncke).

ITo cratuctrke KeHIMUHBI (65%) 4aille BCETO CTAHOBATCS KE€PTBAMHU
MOILICHHUKOB, KOTOpPbI€ BBIMAHUBAIOT JICHBIM IIYTEM IICHUXOJOTHYECKUX
MaHUIYJISIUN 10 Tenedony (77,9%), KyIUIU-NPOJIaKu TOBAPOB U OKa3aHUS
ycayr (65,6%), OnarotBoputenbHOCTH (100%). MykauHbl (84,8%), Kak
NpaBWJIO, CTAHOBSTCS JKEPTBAMH  MOIIEHHHMYECTBA, CBSI3@HHOTO  C
UCIIOJIb30BAHUEM CAaWTOB 3HAKOMCTB.



Cnaiin 3.
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S . —— CouMansHeIA cTaTyc:
e E GeapadoTHIe Yalle NONIAIKT B HHBESCTHUROHHbIE
noBywkK (46,2%)
Cnpagouno:

Bo3pacmmubsie cpynnuvt nomepnesuiux:

awou cmapuwie 50 nem uawe cmano8amcs Hrepmeamu mene@onHbIX
MOWweHHUYecms,  00MaHa,  008epUUBOCMU,  Jle2eHO O  NOMOWU
POOCMBEHHUKAM,

Mo100edct 00 30 nem ya36uma om MOUWEHHUYEeCKUX OUCMAHYUOHHBIX
coenok ¢ Heosudcumocmoto (56,3%), ncesdo-ungecmuyuii 6 «OUPHCU» U
«po3sviepvludets unu axyuily (65,4%);

auya cpeonezo eozpacma (30—49 nem) — naubonee maccosas spynna
cpedu  nomepneswiux om  HKT-mowennuvecmea ¢  3axknoueHuem
2PadACOAHCKO-NPABOBbIX 002080p08 (33,1%).

be3pabommnvie u neywawgueca uawe nonaoaromcs 8 UH8ECMUYUOHHbLE
nosyuiku (46,2%), umo modxcem 6bimb C6A3AHO C NOUCKOM UMU UCTNOYHUKOB
00X00a UU y8ieueHuem a3apmHublMu CXemamu.

ITo cmocob6amM coBepiieHMsI MOIIIEHHUYECTBA Yalll€ BCETO MPOUCXOISIT
OT HMEHH JAO0JLKHOCTHBIX JMI (28,2%). Adepuctsl NpeACTaBISIOTCS
COTPYAHUKAMHU MPaBOOXPAHUTEINbHBIX opraHoB (MB/[, CK, [®P, KI'E) u
paboTHUKaMU OAHKOBCKMX OpraHu3aiuii. MOIIIEHHUKU CTajld 3BOHUTH OT
MMEHU PaOOTHUKOB CIYyKO rasza, BoJIOKaHala, SYHEProHaA30pa, MOOUIIBLHBIX
ONEPATOPOB CBSA3M MOJ MPEIIOTOM OKOHUYAHUS CPOKA JJOTOBOPA U MPEIIAraroT
JUISL €T0 TIPOJICHUSI COOOITUTh ITudpoBoii Ko u3 cMc. Ilocie nepenaun koaa
JKEPTBE 3BOHUT COOOIIHWK MOIIEHHHMKA MW  yX€ MPEICTaBIsSeTCS
MIPaBOOXPAHUTEIIEM, 3alyTUBAET TEM, YTO YEJIOBEK MEPeall JIMYHbIE TaHHbIC
U Ha ero uMst OyayT opopMIIeHBI KpeIUTHI. A 4TOOBI UX U30€kKaTh MpeiaracT
0(pOpMUTH BCTPEUYHBIE KPEAUTHl U TOJYUYCHHbIC JCHbIM TEPEBECTH Ha
YKa3aHHBIA cueT Wi OAHKOBCKYIO KapTy.

[Ipu cxeme oOMaHa OT UMEHHU PYKOBoOaUTeJeil (Fake boss) (vupesrcoenuil
00pazosanus, 30pABOOXPAHEHUs,  KVIbMmypvl, npeonpusmuii) MOIICHHUKHU
3alyTUBAIOT  TOJO3peHHEeM B (DMHAHCUPOBAHUM  IKCTPEMHUCTCKOM
NEeATEeIIbHOCTH, TTPOBEICHUEM OOBICKA U U3BITHUEM JCHET, TaKXKe MpeaiaraloT



JAHHBIN (HaKT JepKaTh B TaliHE ¥ TOOOIIATHCA C ONPEIETIEHHBIM COTPYIHUKOM
IPaBOOXPAHUTEIBHBIX OPTAHOB, KOTOPBIM SIKOOBI 1711 COXPAHEHUS JEHEKHBIX
CPEACTB IpeAIaracT «BpEMEHHO» MEPEBECTU ICHBI'M HA 3AILUIICHHBIN CUET.

B tenegoHHOM pa3zroBope HE JOBEPSAUTE HE3HAKOMBIM JIMIAM, KEM OBl
OHU HE MPEACTABUINCH, €CIIU BbI HE )KJETE TAKOTO 3BOHKA.

Tperp MomeHHUYECTB (27,6%) COBEpLIACTCS IMOA BHUAOM HPOAAKU
ToBapoB B ceru Instagram wiam Telegram (uawe 6ceco mowennuxu
«npoda}om» aemozandacmu, caooevie Kadeuiu, HOB0200HUE enu, Mopenpodmebl u
Opyeue  mogapvl).  3NOYMBIIUIEHHUKA  MPENJIaraloT  MOTEHIHAIbHBIM
MOKYyIaTeIsIM MEPEBECTU MPEOIUIATy 32 TOBAp U OOEMIAIOT €ro BBICIATH IO
MOoYTe€ WA KypbepoM, MOCJE€ 4Yero OOIIEHHE MPEKpallaeTCs, U «KJIUCHT»
OCTAaeTCsl HU C YEM.

Cnpagouno:

Takorce naubonee pacnpocmpaneHuvie NPecmynHble CXembl:

360HKuU om umenu oaunka, compyonuxa MBJ], KI'b u unwix
20CY0apCmeeHHbIX 0pP2an08, K020a MOUWEHHUK, UCNONIb3YSA MEXHOI02UI0
NOOMEHbL HOMEPA, 360HUM C HOMEPA, NOX0HCe20 HA OQUUUATbHBIL HOMED
bauka u coobwaem o «n0O03PUMENLHOU ONePayuny ¢ Kapmou, «0JIOKUposKe
cuemay Uy «NONbIMKe G310MA», a OJIsL «3AUWUMbBLY UTU K OMMEHbL ONePaAYULY
npocum cooowums CVV-k00, oanunvie uz SMS-cooowenus c¢ Kodom
nOOmMEepHCOeHUs, Napolb U3 UHMEPHem-OanKUH2a Ul nepesecmu 0eHbeU Ha
«be3onachuwlily (Ha camom oeie NOOKOHMPOJIbHbIU MOWEHHUKY) CHem,

Gumwunzosvie SMS-coodbwenun u nucoma, xozoa npuxooum SMS-
cooOweHue U 2J1eKmpoHHOe HUCbMO C CcoobOujeHuem o «OIoKUposKe
Kapmuly, «npobieme ¢ HAN020M», «8blucpvlule 6 Jomepeey, KOmMopoe
COOEPIHCUM  CCBLIKY HA QUUUHEOBbIU UHMepHem-pecypC (caum — KIOH),
KOMOPblil 8b12NA0UM KAK 0QUYUATbHBLU UHMEPHEM-PecypC OAHKA, HA02080U
UHCNeKYUU UTU OPY2020 20CYOAPCMBEHHO20 0p2and, 20e mpebyemcs 66ecmu
JIO2UH, NApOib, OAHHbIE NIAMENCHBIX CPeoCms, NOCle 68004 KOMOPbIX
cogepuiaemcs xuujenue,

MOUIEHHUYECMEA 8 COUUANbHBIX CeMAX U Meccenoxcepax («Vibery,
«WhatsApp», «Telegramy), koe0a 310yMblULIEHHUK 83]1AMbLEAEM AKKAYHM 8
coycemu uau cozoaem HelKosolll, NOXONCULl HA He2o, nuuem OIUKUM
POOCMBEHHUKAM OM UMEHU 81a0ebyd AKKAYHMA, 4mo CPOYHO HYIHCHbI
O0eHbeU HA «OUeHb BAJNCHOE 0ello» (NONAll 8 CIOJCHYI0 Cumyayuro, Nondi 8
HTII u 0op.), npoca Huxomy He 360HUMb, TUOO AHANOSUYHASL NPedblOyulell
cxema, Ko2o0a MUMEHbI0 CIMAHOBAMCA OPY3bsl, A MOUEHHUK OmM UMEHU Opy2d
nuwem, 4mo 3acmpsi 3a epavuyell, y He20 VKpAiu OeHb2u/O0KYMeHmbl, U
NPOCUM CPOUHO nepesecmi CpeoCcmada,

(heitkosvle unmepHem-mazazunvl, K020a co30aemcst KpAacusblll Caim-
OOHOCMPAHUYHUK UAU 2PYNNA 8 COYUANbHOU cemu (3a4acmyro 6
«HUncmazpam»), ¢ 02pOMHBIMU CKUOKAMU HA AKMYANbHBIU Y HACELEeHUS MOBap
(mexnuxka «Apple», caoosas mebenvb, HaodyeHvle OaccelHvl, OPeHO08As
ooedcoa u 0p.), a nocie npedoniamsl moeap He Npuxooum, a caum uiu
epynnul ucuezarom, 1ubo coobweHUs Hcepmanl oanee UCHOPUPYIOMC,

MOUWIEHHUYECMEA NOO 6UOOM 20CYOAPCHIBEHHBIX OP2AHO08, K020d
Jlcepmee nocmynaem 380HOK OM UMEHU «Cyobuy, «compyonuxa MB/]»,
«HAN02080UY ¢ Mpebo8aHuem CPOYHO ONAAMUMb HEKUU (UKMUBHBIL 0012,
Wmpacg unu NOWIUHY, Y2PodHCas apecmom CHemos Uiu OpyeUuM HaKa3aHuem,
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npocam YCmMaHo8UmMsb NPUiIoNceHue OJisi YOdleHH020 0ocmyna (Hanpumep,
«AnyDesky unu «TeamViewery) ons «nposepku cuemay, 4mo oaem um
NOJIHLIY KOHMPOTIb HAO YCMPOUCMEOM NOMEPNEsULe20;

¢unancoevlie nupamuovt U UHBECMUUUOHHbIE MOUIEHHUUECMEd,
maxkue KAk — NPeONoNCeHUs  «BbICOKOOOXOOHbIX — UHBECMUYULY 8
KPUNMOoBAIIOmy, OUpHCU ULU CMAPMansl ¢ 2apanmupo8aHHbIM GblCOKUM
ooxooom. Ilpu smom Ha nepsom smane Moz2ym o0axce 6bINIAAYUBAMD
HebobuUe NpoyeHmuyl, 4mobbl nomepnesuiuli Hec ewe 601bue OeHEeHCHbIX
cpedcma u npusel pPOOCMEEHHUKO08, OpYy3ell U 3HAKOMbIX, NOCe 4e20 NPOeKm
3aKpbIBAEmcsl, a OeHelCHble CPeOCmBa NOXUWAIOMCSL,

6bIM02aMENbCME0 HA UHMUMHOU NoY6e («CeKcmopuieny), Ko2od
MOUWEHHUK Yepe3 coycemu 3HAKOMUMCS C HCEPMBOl, mupaemcs 6 dosepue,
CKIIOHsIem K 00ujeHuio 8 gudeouame UHMUMHO20 XapaKmepa uiu K Omnpaske
OMKPOBEHHBIX (hOMO, 3anucvléaenm Udeo Ul oeinaem CKPUHWOmMul, a 3amem
wanmasicupyem.

OnaceHusi BBI3BIBAIOT HaOuparoume o0OpOThl BbIMOIaTelbCTBA
(526 cnyuaes) € WCIOJIB30BAHHEM HWH()POPMAITMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTUI: MOTEPIIEBIINX MOJI PA3IUYHBIMU MPEIJIOTaMUA BBIHYKIAIOT Ha
nu4HbIX ycTpoiicTBax [Phone BoiiTu He B cBOIO yueTHYI0 3anuck. [locie Bxoaa
[Phone OnokupyeTcsi Kak MOXMILEHHBIH U CTAHOBUTCS HE MPUTOAHBIM. J[Jis
Pa30JIOKUPOBKH 3JI0YMBIIIEHHUKN TPEOYIOT BBIKYTI.

IToaToMy HU B KOEM cily4yae Hellb3sl BXOAUTH HA CBOEM YCTPOMCTBE B
YYKYH0 YYETHYIO 3alMCh, BIAJENICl] YUETHON 3alCU MOXKET 3a0JI0KUPOBAThH
YCTPOMCTBO.

Cnaiin 4.

BUAbI KWEEPNPECTYNNEHMA,
COBEPLUAEMBIE B CTPAHE

SECHKM OT MaeHr Danua, coTpydHura MBS, KTE u
WHEX MOCYAA PCTEEHHEX ORTaHos

=l

it nHroBEE SM5-Co00uEHWA 1 NMCRMA

MCILEHHUHECTEA B COUMBMEHBIE CETRE 1
MECCEHMERaY

MEIUEHHAYECTER DM DH.HEII} H-NDEYHAE Ha
NAZWA0RE X NO NPOAa=e TOEap0E

heHHTENE HHTEPHAT-MaraikHb0

FFILIEHHWYECTES MO0 BWA0M MO 3 DCTREHHBE
PraHoe

ltlll HaHOOBEE NWDAR WA W WHBECTWLUWOHHEE
MIFIIEHHWSECTES

0B N BPC

BLSOraTenbCTe0 Ha HHTHAL Hl}ﬁ MOYBRE

Cnenyer OTMETUTh, YTO (PMIIMHT ¥ MOIIEHHNYECTBO ¢ 0AaHKOBCKHUMU
KapTaMHu SBJISIOTCS CaMOM MacCOBOM KaTeropueil KuOepMOIIIEHHUYECTBA B
Pecny6nuke benapyce.

IIpu »TOM Hapsily C AaHHBIMM NPECTYNMHBIMUA CXEMaMHU MOIIEHHHUKH
aKTUBHO HCHOJIB3YIOT M Takoil MeTOJ (UIIMHra, TMpU KOTOPOM
KOH(UJCHIIMATbHBIE  JaHHbIE  OEJIIOPYCCKUX  TpakKJaH  JOOBIBAIOTCS



3JIOYMBIIINICHHUKAMH  ITOCPCACTBOM TCJ'IC(l)OHHBIX 3BOHKOB. OTOT BHU
MOIIICHHNUYCCTBA HA3bIBACTC «BHIIIHMHID).

Cuaiig 5. Buneopodiuk.

A3BYKA
HOFOBON

Cnpagouno:

Buwiunz — smo ycmnas paznosuoHocms @uuiunea, npu Komopou
30YMBIUAEHHUKU NOCPEOCN8OM MeNeQOHHOU C85A3U, UCNONb3YS NpUEeMbl,
MemoObl U MEXHOI0SUU NCUXOTI02UHECKO20 MAHUNYIUPOBAHUS, NOO DA3HLIMU
npeosioeamu, UCKYCHO Uepas onpeoeieHHyI0 poib (KaK npasuio, CompyoHuKa
OanKka, mexHuuecKko2o cneyuamucma u m.0.), GbIHYHCOAIOM Uelo8eKda
cooowums UM C80U KOHPUOEHYUAIbHbIE OAHKOBCKUE UNU NePCOHATbHbIE
OanHvle TUOO CIMUMYIUPYION K COBEPULIEHUI0 ONPeOeNleHHbIX OelCmBUll CO
CBOUM DAHKOBCKUM CUEMOM UIU OAHKOBCKOU KapMOll.

[lo wMepe pa3BuTud  HH(POPMANMOHHO-KOMMYHHMKANUOHHBIX
TEXHOJIOTMH  BO3pPacTalOT M  BO3MOKHOCTH KHOepNpecTYNHHUKOB.
Hekotoppie MOIIEHHMYECKHE CXEMbI NOJIYYWIM HOBYIO XHU3Hb OJjlaromaps
UCKYCCTBEHHOMY MHTEJIJIEKTY.

Pacter KOIMYecTBO CilyyaeB MOIIEHHUYECTBA C MCIOJIb30BaHUEM
TexHosioruun Deepfakes — 3TO co3maHHBIE MCKYCCTBEHHBIM HHTEIIEKTOM
rOJIOCOBBIE COOOIIEHHS W BHUICO3BOHKH OT SKOOBI KOJUIET, Apy3ed u
POJCTBEHHUKOB, KaK MPaBUIIO, C TPOCHOO0I O CPOUHOM JCHEKHOM MIEPEBOJIE U JP.

[Ipu BuACO3BOHKE cieayeT oOpaliaTh BHUMaHUE Ha TaKue JIETalld, Kak
HEYETKOE MJIM CMa3aHHOE M300pa’KeHUE JIMIla TOBOPSILET0, OTCYTCTBUE WIIU
HEECTECTBEHHAs! MUMHUKA JIMIIA.

[ToMHUTE, YTO COTPYAHUKHN OAHKOB U MPABOOXPAHUTEIBHBIX OPTaHOB HE
3BOHAT 4YE€pe3 MECCEHUKEPBl C HCIOJIb30BaHMEM BuaeocBszu. Ilpum
COBEpPIICHUM [ICHE:KHOT0 TepeBoJa MO BJUSIHMEM MOIIEHHUKOB
He00X0UMO He3aMeJINTEeIbLHO 00pATUTHCS B OPraHbl BHYTPEHHUX e
JUTSl COXpaHEHUs JEHEKHBIX CPEJICTB.

Jlaxxe Korja NCKYCCTBEHHBIN MHTEIJIEKT UCII0JIb3YETCs BO OJ1aro, HyKHO
OBITh OCTOPOKHBIM. Eciy paOOTHUK OpraHu3alvi AYMAET, YTO 3arpy3uT
nokyMmeHT B 4aT GPT u oH Bce ObICTpO cenaer, To 3TO NPSMOM MyTh K yTEUKe



KOH(DUICHITNAIBHBIX JaHHBIX. JIOKyMEHTBI OTIIPABSITCS Ha CEPBEPHI B IPYTOM
roCyJIapcTBe, W 3aKOHBI HAIlIEW CTpaHbl YK€ HE MOTYT T'apaHTHPOBATh HX
0€30I1aCHOCTb.

Cnaiin 6.

MCNO/Ib3OBAHMUE
MCKYCCTBEHHOIO HHTEJ"IIIEHT_ ;

m

£
B Uenesoi duwner Gea owmbon: ! -
NEPCOHINHIMPOEIHHEE W TRaMMaTHYECHH BesyneiHbe
pacceEy, oOX0AALME MABHEIA MapHep yIpoae. |
B MowennmyecTee Yepes Deepfake:
FEHepalWA BRAeC M FON0Ca PYROBOOCTES N8
CAHRUMOHWOOEIHWA HEIIHOHHDY GUHAHCOBME ONSpE
W MM-BoTel gan cOUMAnEHOR HHMEHEPHH: ‘
BEJEHHE DCMECNEHHEX OHANOMOE 1A BIMaHHEIHHA
KOHPHASHUMANEHOH WHPOpMaUMH. :

IIpesugent benapycu A.I'.Jlykamenko, BeicTynas Ha [II MuHckoi
MEXAYHANPOIHON KOHPEPEHIINH 10 €Bpa3uiicKoi 0€30MaHCOCTH, KaK OAHY U3
KJIFOUEBBIX 3a7a4 B II€JIOM OOO3HAUWUJ HEOOXOJIUMOCTb MNPUHATHUS MeEp B
00JIaCTH HMCKYCCTBEHHOTO UHTeUIekTa: «Heynpaenseman zouka 6 3moii
cghepe npeepaujaem e2o u3 none3nozo pecypca é opyycue. B nepcnekmuee —
MAcco6020 NOPANHCEHU).

Cnaiig 7.

(4

Heynpasnsaemana zoHka 8 amoli
cihepe npeapawjaem e2o0 (npum, -
UCKYCCMBeHHEID URmenaexm) U3
MoAe3IH020 pecypca & opyxue.
B nepcnekmuse — maccosozo

MOpanceHus. , ,

Npezwdenm Pecmylinusu Beaopycs A1 Tpsolwenys,
{1 AMUHCHEA MER QY TROOHEA KOHTEOEMNR 10
eapaiuiicwod GezomorHocmi, 28 ourmatps 2025 2,

Corpyanukamu MuHHCTEPCTBA BHYTPEHHUX Jen W HanmoHanmbHOTO
O0anka PecrnyOnuku bemapych mpuHUMalOTCS Mepbl, HalpaBJeHHble Ha
0J10KHpPOBaHUE MOLIEHHUYecKuX onepauuid. B benapycu ¢ 1 mapra 2024 r.
nericteyer Yka3 Ilpe3mgenta Ne 269, koTopelil mpeaocTaBiser OaHKam
BO3MOKHOCTb IIPUOCTAHABIMBATH MOI03PUTEIBHBIE IEPEBOABI U COBMECTHO C



PaBOOXPAHUTEIBHBIMU OpraHaMU pacciaefoBaTh WHUUIACHTHI. J[aHHBIN
MEXaHU3M T03BOJIAET JOCTaTOYHO J(MPEKTUBHO B3aUMOACHCTBOBATH
rpakJjaHaM ¢ opraHaMy BHYTPEHHHX JIeJl, @ UM, B CBOIO OU€pE/lb, «B PEKUME
24 Ha 7» mepenaBaTh YKa3aHHYIO HH(POpPMALMIO OAHKOBCKOMY CEKTOPY U
nojaydyarb OT HEro 3(P(dEKTUBHO U OBICTPO HH(OOPMANMUIO O JUIAX HU
MHCTPYMEHTaX, KOTOPBIE 3aJ€MCTBOBAHbI B MMPOTUBOIPABHOMN JESITEIBHOCTH.
W camoe ri1aBHOE — MpEANPUHUMATH MEphI, HAIIPaBJICHHbIE Ha COXpPaHEHHUE
y>K€ TIOXUILEHHBIX JEHEXHBIX CPECTB Yy Ipak/iaH U HEJOMYIIEHUS TIEpPeBoIa
UX Ha 3apyOexHbIe cuera.

B cBsi3u ¢ HEOOXOAMMOCTHIO 3alIUThl OT MOIIEHHUKOB OaHKH
YCTaHABIMBAIOT JUMUTHI MO CHATUIO JACHEr B OAHKOMAaTax Ha TEPPUTOPHH
benapycwu.

boppba ¢ »TuMHM mpecTyrieHUsIMU TpeOyeT He TOJbKO 0Ooliee
COBEPILECHHBIX TEXHOJOTUH 3alUThl, HO U (YHIaMEHTAJIBHOTO IMOBBILICHUS
M (poBON TPaMOTHOCTH HACEJIEHUS], TOCKOJIbKY MMEHHO 4YEJIOBEK OCTaeTCs
HauOoJiee ySI3BUMBIM 3B€HOM B JIF0OOM crucTeMe 0€30MacHOCTH.

HudppoBasi rpaMOTHOCTH HACEJIEHUS

Kubep0e3onmacHOCTh — 3TO OTBETCTBEHHOCTh KaxA0ro u3 Hac. OHa
HAYMHAETCSl ¢ TAKUX MPOCTHIX BEIlEH, KaK BBHIOOP HAJEKHOIO MapOJisl JJIs
JIOMAIIHEH 3JEKTPOHHOM MOYThl. Ba)kHO TOMHUTE, UTO OJIUH U TOT K€ MapOJib
HEJb3s UCIOJIB30BATh OJTHOBPEMEHHO ISl paboueil MOYThI, AJI1 pETUCTpalluu
Ha pa3lIMYHBIX cailTax U B MecceHmkepax. K cioBy, MuuHble AaHHBIE Yallle
BCEro TMOMAaJal0T K 3J0YMBINUICHHUKAM M3 0a3 JaHHBIX Mara3suHOB (Mbl
ocmasisnem amuiuio, UMs U omuecmeo, aopec u meneg)on npu pecucmpayuu 0is
ROJYyYeHUs DOHYCHBIX UIU CKUOOYHBIX KApm).

HeobOxonuma »sneMeHTtapHass mu(poBasi TUITMeHAa, TPU KOTOPOU
co0JI0/IeHre MPOCThHIX NMPABUJI NMOBEJEHUS B CEeTH IO3BOJISIET 3alUTUTH
NepCOHAIbHbIE JaHHbIC, ((UHAHCHI U YCTPOMCTBA OT KUOEPMOIIIEHHUKOB.

Oco0yr0 akTyaldbHOCTh Te€Ma HHU(PPOBOM TUTHUEHBI TPUOOpPETaeT B
OTHOIIEHUHU TOAPACTAONIETO MOKOJIeHHs. JIeTu ceroHs He TOJbKO aKTUBHO
OOIIIAI0TCSI B MECCEHKEPax, HO U MOTPYKAIOTCA B MUP OHJIAWH-UTP, TA€ UX
Kpyr OOLIEHUs pacuIupsieTcss 3a c4eT He3HakomieB. Cpeau HUX MOTYT
CKPBIBAThCS U KHOEPIIPECTYITHUKHU, CTPEMSIIIIUECS UCII0JIH30BaTh peOEHKA JJIsI
noiayueHus: KoHpuaeHuuaibHOM wuHbopManuu. Heokpemniias ncuxuka,
MOJABEPKEHHOCTh BHYIICHUI0 W MAHUIYJIUPOBAHUIO JENAl0T MX JIETKOU
«JI0OBIYEI» NI 37I0YMBIIIJIEHHUKOB.
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BE30MACHOCTb AETEHM B CETHU —
3TO HE 3ANPETEI, A AOBEPWE U MNPABHUNA

BRICTPAMBAATE OTHPRBITRIE OTHOWRHWA; [

YETaHOBMTE YETHHE FPaHMLLE

OHAARH, PA3PELEHHEIE CIATH

HenonbayATe TEXHWYECHWE CREqCTEa!
pc K Ok W OGILME JHHAYHTLI
Al

ALY 0eTEH

Be3onacHocTh /1eTeil B ceTH — 3TO He MPOCTO 3aMNpeThl, a CO3aHUe
3al[MIIEHHON cpeabl W 00y4YeHHe NMPABWJILHOMY MNOBeleHUI0. B cembe
HEO0OXOJIMMO BHICTPauBATh JIOBEPHUTEIbHbIE OTHONIEHUS ¢ pedeHkoM. [leTu
HE JIOJDKHBI UCKATh TOHUMAHUS Y HE3HAKOMIIEB B CETH, a ObITh YBEPEHBI, UTO
MOTYT paccka3aTh POAUTENSIM O JH000I CTpaHHOW WM HENPUSITHOW CUTyalluU
B ceTu 0e3 cTpaxa ObITh HaKa3aHHBIM.

Ba:kHo 10T0BOPUTHLCH M YCTAHOBUTDH YeTKHE MPABWIIA: KAKUE CANThI
MOXHO MOCENaTh, CKOJIBKO BPEMEHU TPOBOJAUTH OHJIAIH, KAKUE MPUIIOKEHUS
MOYHO UCIIOJIb30BaTh.

Jliia Mutaqmux jJgereid peKoMeHyeTcsl CO3/1aBaTh aKKayHThl BMECTE U
3HaTh UX napoyiu. VMcnonb3oBaHuEe CennaJIN3UPOBAHHOIO MPOrPaAMMHOIO
o0ecreyeHUsl POAMTEIbCKOT0 KOHTPOJIS MTO3BOJIUT OIPAaHUYMBAThH BpeMs 3a
9KpaHoOM, GUIIBTPOBATH KOHTEHT, OJIOKMPOBATH HEXKENIATEIbHBIE CANTHI.

CymiecTByeT MHOXKECTBO TNPECTYNHBIX CXeM, HCIOJIb3yEMBbIX
KHMOEpMOIIIEHHUKAMHU B OTHOIIIEHU U HECOBEPIIEHHOJIETHUX JIeTeil.

Cnaiin 9.

PACNPOCTPAHEHHbIE CXEM bl KUBEPMPECTYMEHWMIA NPOTWUB AETEM

uBEEnABTHEIE OAEBHH PefkoBpie sSaNpotkl OT «Apyaeis TpynamHr [

LIt b 0ma s ML HE AP NI ED Lot WESCTICL bSO Tiec T G B FRIENE H L megesn cobe s ceapcTHIEE, BCATH B
VP FLRY H B DA T AR i BB T ARHGTH E{Y NADRBH HoiH Ara v, T B T i [ TR o TR A T
O NSO B BT AEEBT T i e ST )

CencroplieH Hubepbynnuur DecTpyHTHBHBIA HOHTEHT

X@%ﬁ X . g 2

Liere: BT s L) EBTE pefesisg © LEse 4 T W TEE) B (O EBTE Lieae: I0RAE B ONECHES CocbugcTan
NCWCEIRD NOAFHIHHED B HTHA Hal MCHEDADT I T TRIRS B TRFTTIEG RO B B (RIS CYWLBALL HALHARE H
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Cnpasouno:

Cnocobvl kubepnpecmynienul 6 OMmHouleHuu oemell U LOOPOCMKO8:

«becnnamuvley RNOOAPKU U  PO3BIZPBIMU, K020Ad peOeHKy Ois
NOJyYeHUus evlucpblula npeorazaemcss nepetumu no CCuliKke U 68ecmu
niamedicuvie U uHvle OanHwvle e2o pooumeneti. OCHOBHA Yelb — YKPACmb
OaHHble OAHKOBCKUX KAPM WU YYEeMHbIX 3anucell,

«peiikosvlen» 3anpocvt om Opy3ell, Ko20a C UCNOAb30BAHUEM
8310OMAHHO20 AKKAYHMa Opyea pebeHKa npocsim HnoMoub (nepegecmu
OeHediCHble CpedCcmea), a pebeHOK, JHcelds NOMOUb, MOMCEM He YCOMHUMbCS
8 TUUHOCTU NPOCAUE20,

«CPYMUH2), KO20a 83POCbIU 310YMbIULIEHHUK NOO 8UOOM CEEPCMHUKA
gmupaemcs 8 0osepue K peOeHKy 8 COYCemsx Uiu uepax, NnoCmeneHHo
8b16eObIBAC TUYHYIO UHDOPMAYUIO, MAHUNYIUPYEem, 6bi3bl8aden Y)y8Cmeo
OIU30CMU, A 3ameM MOdCem BbINPAUUEams UHMUMHbIe (omo/sudeo umu
HA3HAYamv JUYHYIO BCMpedy, UMO MOJNCem NPUBecmu K COBEPUICHUIO 8
OMHOWEHUU pedenKa Oeucmeull CeKCYalbHO20 Xapakmepa, Komopbvie
PebeHoK 6 CULY 803PACMA He MOJNCEM OYEeHUBAMb, KAK COYUATbHO-3HAYUMDbLE,
cuumas npoucxoosuee uepou;

«CeKxcmopuieny, Ko20a npecmynHuk, noay4ué UHmumMHvle )omo uiu
8U0e0 (000pPOBOILHO OMNPABIIEHHblE PeOEHKOM UL Yepe3 3/10M Kamepbl),
HauuHaem Wanmajicuposams pebeHKa, 8biMo2as KaKk Mamepuaivtsle oiaza,
MAax u ycuyzy, 8 mom Yucie ceKcyaibHo20 Xxapakmepa,

Kubepoynnunez (unu mpaens), ko2coa co30aromces 2pynnvl U nabauKu 0is
Hacmeulex, YHU3UmMe bHblX KOMMeHmapues, Omnpasisatomcs yepo3vl 8 IUUHbIX
COOOWEeHUSAX, UMOObl NPUHUHUMbL DeOeHKY NCUXON02UUeCKyro 00/b, Umo
HepeoKo Modicem 3aKOHYUMCs Oenpeccuell Uiy 0axce camoyouticmeom,

60g/leuenue 6 ORACHble COODWlecmea, nponazanoupyloujue
O0enpeccugnvle meuenus, CYuyuo, aHOpeKcuro, Hacuiue uiu SKCMPeMUsM,
KOmopble NpenooOHOCAMCs peOeHKy KaK UYmo-mo «MOOHOe», «Kpymoe» u
«3anpemHoe.

Cnaiig 10.

y &7

4 KNHOYEBbIX NPABWU/IA BE3ONACHOCTH
B CETU AETEW M NOAPOCTKOB

Xparu nuuHoe B TadHe
He nyGimkyit ape, ko, reameTki, JaHHbIe JOKyMEHTOR MK
NAaHe CErkM.

Nenun anreparsm « CTON-CNPOCA-PACCKAN M »

CTON, ecin uTe-Ta HacTopamueaet. CNPCCH y poawTensh,
BCnw HEROHATHO, PACCHAKM pxpocrim o mobod yrpoas '
WM guckombopTe.

HowTponwpyi kpyr obugemmus
Dobaenai B 4py3na TONBKO TEX, KOO IHASILE NHYHD.
HacTpol NpueaTHoOCTE Npodi. b

Brarsaf KpMTHYECHOS MbILLAEHHE
| He nepexogm no CoMHUTENMH b CoaNKEM. HE B Pk CRMLIKOM
O EBIT O H AR ¥ TR R0 2 H MR

Baxxno nHayuuth geredd 1udpoBONM TPaMOTHOCTH M KPUTHUECKOMY
MbIIUIEHHI0. UM HYXHO mMOHMMAaTh, 4To WHTEepHET — 3TO OTpa)keHHe

pc€aJIbHOIoO MMpa: B HEM €CThb U XOpPOoIIME, M IUIOXHE JIIOAHU, U IIPAaBHJIa
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0€e30IaCHOCTH 3J€Cb TaK 7K€ BaKHbl, KAK U Ha YJIHIIE. He sxoHOMBTE Ha
BpEMCHH, HalllC U 0oJIbIIIe paSTOBapHBaﬁTC CO CBOMMHU I[CTBMI/I!

Takxe B 3a1IMTE OT IMPECTYIIHBIX ITOCATATCIbCTB, B I/IH(I)OpMI/IPOBaHI/II/I n
AOIIOJIHUTCIIBHOM BHUMAHNHU HYXKIAKOTCA U JIFOAW ITOKHUJIOTO BO3pacTa.

fkkk

3a mocienHee BpeMs B peCHyOIMKe MPOU3OLUIM 3HAYUTENIbHbIE
MO3UTUBHBIE CABUTH: YAAIOCH OOIIMMHU YCHUIUSMU MEPEIIOMUTH TEHACHIUIO
pocTa uucia KUOEpIpPECTYIUICHHM, 3aMETHO BBIPOC YpPOBEHb IUGPOBOI
3alIUTHI, AEMOHCTPUPYET OINEPATHBHOCTh W aJaNTUBHOCTh K TEKYIIUM
BBI30BaM O€JIOPYCCKOE 3aKOHOAATEIBCTBO B 00JaCTH KUOEpPOE30MacHOCTH U
np. [IpumedaTenbHO, YTO HAIIl ONBIT OOPHOBI C KHOEPIPECTYTHUKAMU aKTUBHO
MPUMEHSIOT B IPYTUX CTpaHaXx.

Kak ormernn Ilpe3ugent Pecnyoimku benapycs A.l.JIykameHko,
«abcontomuylo 3auwiumy om Kubdepamax He capanmupyem HU 00HA
cucmema 3auiumosl, HO Mbl OO0JNHCHBL MUHUMUIUPOBAMb PUCKUY». DTOTO
BO3MOXKHO JOOWTHCS, KOrJa KaXJbId y4YacTHUK HWH(OPMAIMOHHBIX
OTHOIIEHUN, KaxkJIas opraHu3anus OyIyT OTBETCTBEHHO MOJIXOAUTh K
BBITIOJTHEHUIO TPEOOBaHMI MO KUOEpOE30MaCHOCTH, a KaXKJbId YEI0BEK
OpPOSIBUT OJUTEILHOCTh W BHUMATEJIBHOCTh B ClIyda€ CHUTyallud C
MOIIEHHUKAMH.

Cnaiig 11.

Pogurmany, HayuuTe qeTedl Npaguna BEpareTe AHHIYWHTE
NOAESSAATECA HHTEpHEToM DE3BNacHONS NOBS 08 HMA oT adeprcToE!
Npaankto!

AKAOEMHS YTPARNEHHS

NPK NPESWAEHTE
PECMYBMNWKMW BENAFYCR




